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Executive Summary 
Jasmin Messaoudi 

European defence entered 2026 under pressure to move from political ambition to 
industrial delivery. Russia’s full-scale invasion of Ukraine in 2022, repeated warnings 
about Europe’s military dependence on the United States (US), and growing concern 
over hybrid threats have accelerated a shift in European Union (EU) policy from 
fragmented national procurement towards more coordinated defence planning, joint 
investment, and industrial expansion. The Readiness 2030 / ReArm Europe agenda 
marks the clearest expression of that shift. Through fiscal flexibility, SAFE loans, 
European Investment Bank support, and expanded defence industrial programmes, the 
EU aims to mobilise up to €800 billion to strengthen production capacity, reduce 
strategic dependencies and improve interoperability. 

This shift reflects a strategic problem. Europe still maintains a fragmented defence 
market shaped by national procurement priorities, uneven spending levels, and 
numerous overlapping weapons systems. Although defence expenditure has risen 
sharply since 2022, much of that spending has not translated into an integrated 
European defence market. Fragmentation continues to raise costs, weaken economies 
of scale, and slow the development of interoperable capabilities. It also reinforces 
dependence on non-EU suppliers, particularly the US, at a time when European leaders 
increasingly stress the need for greater strategic autonomy. 

The EU has responded by expanding its defence governance architecture. Instruments 
such as the European Defence Fund, ASAP, EDIRPA, EDIP and SAFE are designed to 
increase collaborative research, joint procurement, and production capacity. These 
measures also aim to tie industrial policy more closely to defence readiness by 
encouraging cross-border projects, supporting SMEs, and strengthening the European 
Defence Technological and Industrial Base. At the same time, the proposed 2028–2034 
Multiannual Financial Framework suggests that defence and dual-use investment will 
remain central to the EU’s broader competitiveness agenda. 

However, implementation risks remain substantial. Political risk is the most immediate 
constraint. Defence policy is still largely controlled by national governments and 
member states continue to differ in threat perception, procurement preferences, and 
willingness to pool sovereignty. Eastern member states tend to prioritise deterrence 
against Russia and rapid military readiness, while southern states often place greater 
emphasis on instability in the Mediterranean and North Africa. These differences make 
common prioritisation difficult and could weaken the consistency of long-term 
capability planning. 
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Fiscal and economic pressures present a second major challenge. Although the new 
framework expands financing options, much of the burden still falls on national 
budgets. Highly indebted states may struggle to sustain higher defence spending while 
meeting domestic demands in welfare, infrastructure and energy policy. As defence 
becomes a larger budget item, tensions over burden-sharing and spending trade-offs 
are likely to intensify, both within states and across the Union. 

Regulatory and market barriers also risk slowing delivery. The EU is attempting to speed 
up defence production within legal and administrative systems that were not designed 
for rapid industrial scaling. Transfer licensing, procurement complexity, uneven 
application of rules, state aid tensions, and financing uncertainty for smaller firms may 
all delay implementation. SMEs and defence-tech start-ups remain important to 
innovation and supply-chain resilience, but they continue to face barriers in access to 
finance, certification, security requirements, and scaling. 

Operational constraints are equally important. Europe still lacks sufficient 
standardisation across platforms, systems and logistics chains, which limits 
interoperability and increases costs. Ambitious milestones for joint procurement and 
industrial coordination may prove difficult to meet if early implementation falls behind 
schedule. Continued dependence on imported systems also leaves Europe exposed to 
external political and supply-chain shocks. 

Finally, public legitimacy remains important. Although support for a common EU 
defence policy is high, support for specific spending decisions varies across member 
states and may weaken when defence investment is linked to direct military 
expenditure or cuts elsewhere. Disinformation and foreign information manipulation 
further increase this risk by exploiting domestic political divisions and undermining 
public trust. 

Overall, the EU’s defence agenda in 2026 represents a structural shift. Yet, its 
implementation will depend on whether member states can translate political urgency 
into sustained coordination, industrial capacity, and public legitimacy, with uneven 
implementation remaining the central risk.  
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1.​Strategic Context and Policy Shift  
Cristina De Masi 

The concept of greater European autonomy in defence has gained significant 
prominence in global security and governance debates in 2025. At the Munich Security 
Conference 2026, European Commission President Ursula von der Leyen emphasised 
the need to strengthen the EU defence capabilities in response to a rapidly evolving 
geopolitical environment, particularly Russia’s war against Ukraine. According to von der 
Leyen, a stronger European defence posture is essential to safeguard the Union’s 
security while reinforcing its role within the Alliance. This position reflects a broader 
reassessment of Europe’s defence posture and industrial capacity. In this context, the 
development of a cohesive European defence front has become closely linked to the 
ability of the EU to overcome longstanding structural deficiencies. 

Recent History 

For decades, Europe’s defence architecture remained fragmented, organised primarily 
along national lines and characterised by a reliance on foreign suppliers. Following the 
end of the Cold War, European governments benefited from a “peace dividend”, 
reducing defence expenditure and redirecting it toward social welfare programmes. 
Consequently, military capabilities across the continent declined. In 2014, only three 
NATO members (UK, US, and Greece) met the Alliance’s benchmark of allocating 2% of 
GDP to defence spending. According to a report by the Centre for Strategic and 
International Studies, European armed forces lost 35% of their capabilities over the past 
two decades. Germany’s armed forces declined from 585,000 soldiers in 1990 to 
178,000 in 2014. European naval forces reduced the number of large surface 
combatants from 200 in 1990 to 116 in 2021, while submarines declined from 129 to 66. 
These reductions were driven by the widespread assumption that a large-scale conflict 
on the European continent had become unlikely. Over time this demilitarisation 
reduced Europe’s capacity to mobilise military capabilities rapidly and at scale.   
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The sector remains largely structured along national lines, with major defence firms 
partially owned by national governments. While this ownership model safeguards 
national strategic interests and preserves domestic industrial capabilities, it has limited 
cross-border consolidation and cooperation. For instance, the European Drone Defence 
Initiative, designed to develop interoperable systems to counter drones, faced 
disagreements among participating countries (Germany, France, and Italy) regarding 
governance structures and industrial leadership. 

These national priorities shape defence procurement patterns across the Union. While 
European countries collectively possess significant spending power, their investments 
remain dispersed, potentially reducing their overall effectiveness. This generates an 
industrial base that favours independent acquisition programs over coordinated 
procurement strategies. European data from 2022 indicated that collaborative 
procurement accounted for less than 20% of European defence spending. This resulted 
in a defence environment characterised by duplication. A 2017 study showcased that 
European armed forces operated more than 170 different weapons systems, compared 
to 30 in the US. Such diversity increases production and maintenance costs, reducing 
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interoperability among forces and limiting European manufacturers’ ability to benefit 
from economies of scale. At the same time, fragmentation contributes to capability gaps 
in key technological domains. While Europe maintains strong industrial expertise in 
sectors such as naval shipbuilding, transport aircraft, and main battle tanks (MBTs), 
important gaps persist in areas including medium-altitude long-endurance drones, 
tactical ballistic missiles, and long-range artillery rocket systems. 

The Russian invasion of Ukraine in 2022 highlighted existing challenges in procuring 
interoperable capabilities rapidly and at scale. EU members supplied ten different types 
of 155mm howitzers to Ukraine, each requiring specific supply chains to remain in 
service, causing logistical and interoperability strains. The scale of military assistance 
required also led European governments to rely more heavily on suppliers from larger 
defence markets, particularly the US and South Korea. From 2022 to 2023, 78% of total 
EU procurement spending went to non-EU suppliers, out of which 63% to the US. At the 
same time, Russia’s invasion is accompanied by intensified hybrid activities across 
Europe, including cyberattacks, sabotage and airspace violations, highlighting the need 
for a cohesive and capable European defence infrastructure. 

Simultaneously, shifts in the US foreign policy further intensified these concerns. The US 
President Donald Trump frequently urged European allies to assume a greater share of 
responsibility for their own security. Within NATO, debates intensified regarding higher 
defence expenditure targets and a stronger European contribution to the Alliance’s 
capabilities. Together, the war in Ukraine and evolving US strategic priorities accelerated 
discussions within Europe about strategic defence capabilities and industrial 
coordination. 

2025–2026 Shifts 

In response to these pressures, the European Union has introduced initiatives aimed at 
strengthening defence cooperation and expanding industrial capacity. The Readiness 
2030 Roadmap aims to mobilise €800 billion (£695 billion) to address fragmented 
national spending. Financial support for these efforts is anchored in the SAFE initiative, 
providing €150 billion (£130 billion) in low-interest loans, intended to assist member 
states in financing collaborative defence projects. Concurrently, the European Defence 
Agency has been tasked with improving coordination among national investment 
programmes to prevent industrial overlap. These initiatives coincide with a broader shift 
in defence spending trends across Europe. Since 2021, overall defence expenditure has 
increased by 41%. 

The European Commission’s proposal for the 2028-2034 Multiannual Financial 
Framework illustrates the central role of defence for the upcoming years. The 
framework outlines a budget of €1.76 trillion (£1.52 trillion) and restructures more than 
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fifty programmes into sixteen broader funding instruments. The defence and space 
window of the European Competitiveness Fund would allocate €131 billion (£113 billion) 
to support defence industrial development, cybersecurity, and dual-use infrastructure. 
While this represents a policy shift in line with the volatile geopolitical environment, 
several member states have expressed concerns about the overall size of the budget 
and the redistribution of resources from traditional policy areas (i.e. agriculture). 

Political Backdrop 

This divergence in strategic priorities is also reflected in differences in defence spending 
across the Union. Countries located on the Union’s eastern flank have rapidly increased 
defence spending in response to their proximity to Russia. Poland has raised defence 
expenditure to 4.7% of GDP, while Germany has committed to reaching 3.5% by 2029. 
Other countries, including Spain, have adopted a more gradual approach to long-term 
spending commitments. These differences reflect varying threat perceptions across 
Europe. Baltic and eastern European states view Russia as an immediate security threat, 
while southern European countries tend to prioritise instability in the Mediterranean 
and North Africa. As a result, Europe’s security environment increasingly resembles a 
“two-speed” system, in which member states pursue different priorities and levels of 
defence readiness. 
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2.​EU Defence Architecture and Governance 
Rita Fernández Pérez 

In light of the current geopolitical situation, Europe is facing the need to re-arm and 
diversify its defence supply. This is not just evidenced by the increase in defence and 
security spending in the last few years, but by the growth in initiatives aimed at boosting 
collaboration: The 2025 White Paper for European Defence reaffirms the need to 
re-arm, increase coordinated defence spending, and strengthen Europe’s industrial 
defence base. As a result, new mechanisms have appeared to complement national 
defence efforts and address fragmentation in European defence markets.  

The European Defence Fund (EDF) serves as part of the EU’s Common Security and 
Defence Policy (CSDP) as a funding instrument that coordinates Member States’ defence 
investment flows. Its current budget amounts to nearly €7.3 billion (£6.3 billion).  

Financial Incentives 

The fund directs €5.3 billion (£4.6 billion) out of its 2021-2027 budget to the 
development of collaborative defence mechanisms led by private enterprises and 
consortia. An additional €2.7 billion (£2.3 billion) is assigned to collaborative defence 
research programmes. Projects must involve more than two Member States. The 
defence technologies and equipment that result from these projects are aimed at 
advancing Europe’s defence objectives by strengthening its capabilities and reinforcing 
interoperability between Member States.  

Defence procurement programmes (2021-2022 period 
Data: 2022 Coordinated Annual Review On Defence Report (CARD) of the European Defence Agency (EDA) 
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Prior to Russia’s full-scale invasion of Ukraine in 2022, joint procurement initiatives 
remained below 20%. Following the outbreak of the war, joint procurement 
mechanisms have been strengthened to mitigate Europe’s fragmented defence 
procurement markets. This is reflected in a number of projects. 

The European Defence Industry Programme (EDIP), approved in November 2025, is a 
regulation introduced by the European Commission. It aims to contribute to the 
European Defence Industrial Strategy (EDIS) by supporting multilateral defence projects 
involving at least three Member States. Some of these projects involve ensuring the 
availability and security of the European defence supply chain and promoting the 
recovery and reconstruction of Ukraine’s defence sector. Its allocated budget amounts 
to €1.5 billion (£1.3 billion).  

Additionally, alternative initiatives were adopted in recent years after the invasion, such 
as the Act in Support of Ammunition Production (ASAP). It was aimed at supporting the 
supply of ammunition and missiles to both Member States and Ukraine, providing €500 
million (£433 million) until mid-2025. Complementarily, the European Defence Industry 
Reinforcement through Common Procurement Act (EDIRPA) was established to support 
the joint purchasing of defence products involving at least three Member States. This 
mechanism remained in place until the end of 2025.  

These four mechanisms, the EDIP, ASAP, EDIRPA and the EDF, have been the main 
instruments used to reduce fragmentation and support the EU’s defence industrial 
base. Despite these efforts to further boost joint defence mechanisms, many European 
states have been unable to fully adhere to these schemes due to particular financial 
constraints. As a result, the European Union adopted an €800 billion (£693 billion) 
strategic initiative in the last year to encourage member states to rearm and join forces 
in defence: ReArm Europe Plan/Readiness 2030.  

Accordingly, several state aid instruments have been proposed. Amongst them, the 
SAFE initiative represents one of the most prominent ones: it provides financial support 
to Member States’ joint procurement efforts in the form of loans through its €150 billion 
(£130 billion) budget. This instrument supports defence projects between at least one 
Member State benefitting from SAFE and another Member State, Ukraine, or affiliated 
EEA-EFTA countries. Notably, its European Preference Clause establishes that European, 
Ukrainian or EEA-EFTA infrastructure and resources should be prioritised, boosting 
Europe’s industrial defence independence from third parties.  
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Additionally, the Stability and Growth Pact and its National Escape Clause (NEC) provide 
EU Member States with greater financial flexibility to raise their national defence 
budgets while respecting EU fiscal rules. Complimentarily, the European Investment 
Bank (EIB) is expanding its lending scope to security and defence activities, alleviating 
financial difficulties in undertaking procurement initiatives.  

Governance structure  

The European Commission is responsible for creating and boosting defence 
procurement measures and the overall European defence industry, through 
programmes such as the aforementioned ones. It is also in charge of several finance 
mechanisms that help countries in the coordination of procurement efforts. While it 
plays a key role in common procurement and interoperability in defence, the EU does 
not possess joint military capabilities. Each Member State is responsible for the 
procuring, maintenance, and development of its own defence programmes, for both 
national operations or for the other organisations they may be part of, such as NATO. 
Consequently, they maintain a high level of independence when crafting their 
procurement initiatives.  

Defence governance operates under several oversight constraints. Concerns have been 
raised regarding the Commission's transparency when operating in institutions such as 
the EDF, most notably in the appointment and composition of its body of independent 
experts or the allocation of projects.  

Additionally, fragmentation, limited joint procurement initiatives, and dependence on 
third-party suppliers are part of the structural challenges that limit European defence 
governance. Fragmentation conveys a particular vulnerability, as historically Member 
States largely develop military capabilities in accordance with their own national needs 
and objectives, such as supporting national defence industries or consolidating strategic 
partnerships, rather than contributing to common EU defence objectives. Thus, 
developing a consensus on defence capabilities measures continues to pose a 
challenge.   

Legal and compliance dimension  

The procurement of defence and security capabilities is established in Directive 
2009/81/EC. This text provides the regulatory framework for defence procurement 
procedures for all Member States, as it establishes a framework for the integration and 
coordination of the procurement of military equipment and related works and services.  

The Directive establishes the main principles and procedures authorities should follow 
when acquiring equipment. Notably, it establishes the non-discrimination principle, 
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according to which all economic operators should be treated equally, prioritising 
transparency when awarding contracts.  

Contracts are awarded based on which proposals offer the lowest cost or serve the 
most economically advantageous tender, following criteria related to quality, price, 
functional and environmental characteristics, lifecycle costs or cost-effectiveness, 
amongst others. Authorities may use the restricted procedure or the negotiated 
procedure, though competitive dialogue may be used in complex cases.  

Member States may decide to subcontract with non-EU Members in their defence 
procurement initiatives, respecting the transparency and non-discriminatory 
competition principle. However, the subcontracted share shall not exceed 30% of the 
contract’s value, and may be rejected if they fail to meet the qualitative selection criteria 
used for the main contract.  
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3.​Market Structure & Industrial Landscape 
Marc Devictor 

Sector Snapshot 

Europe’s defence sector is experiencing a period of rapid growth. In 2024, the European 
Union’s defence industry turnover hit an estimated €148 billion (£128 billion), a more 
than 60% increase from 2021 in nominal terms. In 2025, direct employment in the 
sector numbered approximately 500,000 people and EU member states’ defence 
spending reached an estimated €381 billion (£330 billion), a near 63% increase from 
2020. The European Defence Technological and Industrial Base (EDTIB) is the combined 
defence industry, research, and manufacturing capacity of EU member states, designed 
to promote and facilitate collaborative military production as well as to ensure the 
security of Europe’s supply chains. Today, EDTIB remains heavily concentrated in 
France, Germany, Italy, Spain, and Sweden. Thales, a France-based defence contractor, 
ranked as the largest European defence company by revenue in 2024, followed by 
Leonardo. A 2025 ASD Europe report reveals that 20 EU-headquartered defence firms 
numbered among the world’s top 100 defence companies, and together generated 
combined revenues of approximately $112 billion (£84 billion). By comparison, 48 of the 
top 100 were US-based and represented roughly $334 billion (£252 billion). 

Today, the EU’s defence industry remains fragmented across 27 national markets, 
creating challenges for collective action and efficiency. In addition, the expansion of 
duplicative platforms – including MBT variants, fighter programmes, and air defence 
programmes – has created significant inefficiencies at scale. Illustrating these obstacles, 
the European Parliamentary Research Service (EPRS) has estimated the annual “Cost of 
Non-Europe,” or the outcome if the EU does not pursue the path of collective action and 
further integration, in defence at between €18 billion (£15 billion) and €57 billion (£49 
billion). McKinsey also estimates that consolidation across four key supply-chain 
segments could unlock close to €9 billion (£7 billion) in annual cost synergies. To 
address this structural challenge and sector inefficiency, the 2024 European Defence 
Industrial Strategy (EDIS) and 2025 European Defence Industry Programme (EDIP) seek 
to move the industry toward more EU-wide procurement. In particular, EDIS and EDIP 
emphasise the importance of integrating Ukraine’s defence industry into the EDTIB. 
McKinsey projects that Europe’s defence spending will rise from 2.4% of GDP today to 
2.9% by 2030, reaching roughly €800 billion (£695 billion) – a €300 billion (£260 billion) 
increase from 2025. Such an increase in investment is estimated to create up to 1.2 
million new jobs across Europe to meet the demands of production increases and 
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additional equipment spending. The central question for the European Union’s defence 
market is whether Europe’s industrial base can absorb this increase at scale. 

SME Participation 

Over 2,500 SMEs play a critical role in Europe’s defence supply chains. Defence startups 
are increasingly vital to Europe’s defence sector innovation. Defence-tech spending rose 
roughly thirteenfold from 2022 to 2025, and VC investment in European defence-tech 
startups from 2021 to 2024 was over five times greater than in the preceding three-year 
period. 

However, SMEs face several barriers to market entry. The majority of European defence 
supply chains remain largely national, with limited cross-border cooperation. SMEs also 
enjoy limited access to classified information, face complex security-of-supply 
requirements, are subject to national export controls, and must meet strict certification 
standards. Financing, too, remains a structural constraint to the market integration of 
SMEs. The European Commission has identified a so-called “valley of death” in which 
promising startups fail before reaching industrial scale. 

The EU’s policy response to these issues has begun to materialise. A December 2025 
EDIP regulation established the Fund Accelerating Defence Supply Chains 
Transformations (FAST), designed to support investments by SMEs and mid-caps 
through blended financing, including loans, equity, and guarantees. The European 
Commission has also called for a €1 billion (£868 million) Fund of Funds for defence 
SMEs and scale-ups by early 2026. 

Foreign supplier dependencies 

Europe’s reliance on American military equipment has increased since the full-scale 
Russian invasion of Ukraine in 2022. From 2020 to 2024, approximately 64% of the 
defence procurement of European NATO countries came from the US. Poland alone 
accounted for over $55 billion (£41 billion) in US Foreign Military sales from 2022 to 
2024 – roughly 30% of total European demand. 

The EU’s policy response to this dependency, too, is materialising. SAFE requires at least 
65% of component costs to originate within the EU, and EDIP caps non-EU/EEA 
components at 35%. EDIS sets non-binding targets, including intra-EU defence trade at 
35% of market value by 2030 – from approximately 15% today – with 50% of equipment 
to be obtained through the EDTIB by 2030. 

These policies, however, face several challenges. Eastern European member states 
historically tend to prioritise speed and interoperability in defence over investments 

13 

https://defence-industry-space.ec.europa.eu/eu-defence-industry/defence-smes_en
https://www.defenseone.com/business/2026/02/several-trends-are-shifting-defense-tech-toward-europe/411671/
https://defence-industry-space.ec.europa.eu/eu-defence-industry/defence-smes_en
https://defence24.com/geopolitics/how-the-european-commission-plans-to-transform-the-eu-defence-industry
https://cms.law/en/bel/publication/edip-regulation-a-new-european-framework-for-defence-industrial-sovereignty
https://defence24.com/geopolitics/how-the-european-commission-plans-to-transform-the-eu-defence-industry
https://www.goldmansachs.com/insights/articles/the-future-of-european-defense
https://www.goldmansachs.com/insights/articles/the-future-of-european-defense
https://www.bruegel.org/policy-brief/europes-dependence-us-foreign-military-sales-and-what-do-about-it
https://www.consilium.europa.eu/en/press/press-releases/2025/12/08/european-defence-industry-programme-council-gives-final-approval/


into Europe’s industry. Representing this trend, Poland allocated 4.7% of its GDP to 
defence in 2025, and diversified its procurement across European, US, and South 
Korean suppliers. In 2025, Germany allocated only about 8% of its procurement 
spending to US industries, but has at times expressed caution regarding a stronger 
EU-level role in defence procurement. 

Labour and skills constraints 

Among the most significant constraints on Europe’s planned defence-industrial growth 
is a shortage of skills. Estimates place the shortage of skilled workers for the EDTIB at 
between 150,000 and 200,000 – a gap projected to widen by 2030. The Commission has 
described this shortage as one that “threatens its operational capabilities and hence 
impacts EU security.” 

Market leaders are also struggling. Germany’s Rheinmetall plans to expand from about 
32,000 to 40,000 employees over the next two years, and posted around 8,000 
vacancies in 2025 alone. Leonardo describes the current period as the most intense 
recruitment drive in its history. 

In response, the EU’s Defence Skills Action Plan aims to reskill 600,000 workers for the 
sector by 2030. A Skills Guarantee pilot targets workers from the automotive sector to 
facilitate their transition into defence roles. Yet decades of underinvestment have made 
defence unattractive to young workers, and national regulations stifle cross-border 
collaboration. Ultimately, as argued by EUROMIL, the EU is at risk of “creating ambitious 
structures that cannot be sustained by the workforce required to operate them.”
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4.​Capability Priorities and Industrial Execution 
Nana Katsia 

The EU’s shift from political ambition to industrial delivery may require a parallel 
transformation in capability development. This shift has been shaped by changes in the 
European security environment since 2022, which exposed gaps in defence capabilities 
and industrial capacity. While new funding tools and programmes have been 
introduced, their real value depends on whether they lead to concrete military 
capabilities. 

This shift is largely driven by the changing security environment in Europe, particularly 
the war in Ukraine. Russia’s use of Iskander-M ballistic missiles, Kalibr and Kh-101 cruise 
missiles, Shahed-136 loitering munitions, long-range UAVs and even hypersonic systems 
such as Kinzhal has demonstrated the scale and intensity of modern warfare. These 
systems are often used in coordinated waves, combining different speeds, altitudes and 
trajectories to overwhelm air defences. Such patterns of attack underline that modern 
warfare is not limited to only kinetic strikes. Cyber operations, satellite-based 
intelligence, and logistics have become essential to sustaining military operations. This 
has pushed Europe to rethink its sphere of defence comprehensively.  

As a result, the EU is trying to prioritise air defence, cybersecurity, drones, space and 
military mobility. These priorities reflect real operational needs. However, the key 
challenge is not identifying them, but delivering them. Fragmentation, coordination gaps 
and limited industrial capacity continue to slow progress. 

This creates a structural gap: while Europe has identified key capability priorities, it 
continues to struggle with their coordinated and timely implementation. In practice, 
defence planning and procurement remain largely national, limiting the scale of joint 
initiatives and slowing the development of integrated capabilities. Differences in threat 
perception and industrial priorities further complicate coordination, resulting in uneven 
progress across key areas such as air defence, drone systems and military mobility. 

Air and Missile Defence 

Air and missile defence is currently Europe’s most significant capability gap. Ukraine has 
shown that modern warfare involves constant, large-scale aerial attacks using a mix of 
systems. For example, Russia has repeatedly combined Iskander ballistic missiles, Kalibr 
cruise missiles, Kh-101 air-launched missiles and large numbers of Shahed drones in 
single strike packages. In response to this type of threat, a layered defence architecture 
combines different systems to respond to multiple types of threats simultaneously. 
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Lower-cost systems such as electronic warfare and anti-drone guns are used against 
UAVs (unmanned aerial vehicles), while systems like IRIS-T SLM (surface-launched 
medium-range air defence system), and NASAMS (national advanced surface-to-air 
missile system) cover medium-range threats. High-end systems such as Patriot PAC-3 
and SAMP/T NG (long-range air and missile defence systems) are used to intercept 
ballistic and potentially hypersonic missiles. 

However, while the threat environment has become more complex and coordinated, 
Europe’s response remains fragmented. European initiatives such as the European Sky 
Shield Initiative (ESSI) aim to improve coordination and speed up procurement. 
However, fragmentation remains a major problem. Germany supports IRIS-T and 
Patriot, France and Italy promote SAMP/T, and Norway backs NASAMS. This creates a 
fragmented system landscape and complicates interoperability. 

There is also a strategic dilemma. Buying systems from the US or Israel allows for faster 
deployment but increases dependence on external suppliers, particularly in critical 
areas such as air defence and missile interception. At the same time, investing in 
European systems supports long-term industrial development and strategic autonomy, 
but often involves longer timelines, higher costs, and coordination challenges between 
member states. In practice, this creates a trade-off between short-term capability needs 
and long-term industrial and strategic objectives. 

Cyber Defence 

Cyber defence has become a central pillar of European security, particularly in the 
context of hybrid threats. Attacks on critical infrastructure, financial systems, and 
government networks have significantly increased since the Russian invasion of 
Ukraine. In response, the EU has focused on building a regulatory framework aimed at 
strengthening cyber resilience across different layers of the digital ecosystem. 

The NIS2 Directive expands the scope of cybersecurity obligations and introduces 
stricter risk management and reporting requirements across critical sectors, while also 
improving coordination between national authorities.  The Cyber Resilience Act (CRA) 
shifts attention to the security of digital products, requiring manufacturers to address 
vulnerabilities throughout the product lifecycle. At the same time, GDPR contributes to 
cyber resilience by enforcing strict requirements on data protection, breach reporting, 
and organisational accountability. By obliging organisations to detect, report and 
manage data breaches, it strengthens incident response practices and improves overall 
visibility of cyber threats across the EU. 

Taken together, these measures reflect an attempt to move beyond reactive 
cybersecurity towards a more systemic approach, addressing infrastructure, products 
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and data simultaneously. This is intended to reduce vulnerabilities across supply chains 
and make networks more difficult to exploit. However, the effectiveness of this 
approach depends heavily on implementation. 

Beyond regulation, the EU is also strengthening cyber resilience through institutional 
coordination and operational capabilities. Agencies such as European Union Agency for 
Cybersecurity (ENISA) support information sharing, risk assessment and incident 
response across member states, while joint cyber units and rapid response teams 
provide assistance during large-scale cyber incidents. In addition, initiatives such as the 
Cyber Solidarity Act aim to improve threat detection and crisis coordination, reflecting a 
shift towards a more collective and operational approach to cybersecurity. 

In practice, things are less straightforward. The regulatory burden is quite heavy, 
especially for smaller companies and defence-tech start-ups, which may struggle to 
meet compliance requirements. Implementation also varies across member states, 
leading to uneven standards and gaps in enforcement. At the same time, there is a 
mismatch between the speed of regulatory processes and the pace at which cyber 
threats evolve. While EU legislation requires negotiation, transposition and national 
enforcement, cyber threats adapt in real time, limiting the ability of regulation alone to 
ensure resilience. 

Unmanned Systems and Drones 

Drones have arguably become the most important and effective element in modern 
warfare. In Ukraine, both sides use UAVs for real-time reconnaissance, artillery 
targeting, electronic warfare, and direct strike missions. Systems range from small 
commercial drones like modified quadcopters to more advanced loitering munitions 
such as the Shahed-136. This widespread use has shown that drones are no longer just 
a supporting capability, but are increasingly shaping how wars are fought, especially by 
enabling low-cost, high-frequency attacks and real-time battlefield adaptation. 

In response, European states have begun exploring more integrated approaches to 
drone defence and surveillance. One example is the proposed European Drone Wall, a 
concept aimed at strengthening monitoring and counter-drone capabilities along the 
EU’s eastern flank through a network of sensors, air defence systems, and data-sharing 
mechanisms between participating countries. 

However, this is also where Europe faces serious challenges. Drone technology evolves 
extremely quickly, often in cycles of months rather than years, driven by rapid 
battlefield adaptation and innovation from both state and non-state actors. Traditional 
procurement systems, which are designed for long-term, high-cost platforms such as 
tanks or aircraft, are often too slow and rigid to keep pace with this rate of change. As a 
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result, treating drones within conventional acquisition frameworks risks delaying 
deployment and reducing operational relevance.  

This growing importance of drones has made them a strategic priority for European 
defence policy. Their relatively low cost, scalability, and rapid adaptability allow both 
state and non-state actors to deploy them at scale, lowering the threshold for 
participation in high-intensity warfare. At the same time, the war in Ukraine has 
demonstrated how drones can compensate for conventional capability gaps, making 
them particularly attractive for countries seeking to strengthen deterrence without 
relying solely on heavy platforms. As a result, drone development is being actively 
pushed by national governments, defence industries, and EU-level initiatives. 

However, there are also some implementation issues, as some research highlights 
structural problems. Projects such as European Drone Wall illustrates these difficulties. 
Rather than a single EU-funded programme, it refers to a developing initiative discussed 
primarily by eastern member states, aimed at strengthening border surveillance and 
counter-drone capabilities along the EU’s eastern flank. More broadly, drone 
development in Europe remains fragmented across national initiatives rather than 
forming a fully integrated industrial ecosystem. This limits Europe’s ability to scale 
production and fully exploit one of the most important technological shifts in modern 
warfare. 

Implementation Challenges 

Coordination between member states remains limited despite strong political 
commitments. Defence policy is still largely national, with different threat perceptions 
shaping priorities. These differences are reflected in procurement decisions and 
timelines, which often remain unaligned. As a result, instead of joint programmes, 
Europe frequently develops parallel national solutions, reducing the effectiveness of 
collective investment. Fragmentation continues to produce overlapping capabilities. This 
is particularly visible in air defence, where different member states rely on a mix of 
systems such as IRIS-T, NASAMS, Patriot and SAMP/T, reflecting national procurement 
choices rather than a fully integrated approach. 

This lack of standardisation increases costs, complicates logistics, and weakens 
interoperability. Although EU instruments such as European Defence Fund (EDF) and 
the European Defence Industry Reinforcement through common Procurement Act 
(EDIRPA) aim to promote joint procurement, national industrial interests still drive 
decision-making. For example, despite efforts to coordinate procurement, member 
states continue to prioritise national or established systems. In air defence, Germany 
has promoted IRIS-T, France and Italy have focused on SAMP/T, while several countries 
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continue to rely on the US-made Patriot system, reflecting national industrial interests 
and existing partnerships rather than fully coordinated procurement  

The rapid increase in defence spending has exposed limits in Europe’s industrial 
capacity. Although budgets have risen significantly since 2022, production has not 
expanded at the same pace. Shortages in munitions, electronics and critical 
components, along with constrained supply chains and a lack of skilled labour, continue 
to slow output. 

Administrative complexity further delays implementation. According to the European 
Commission funding mechanisms remain fragmented and create barriers for 
innovators, particularly SMEs. As a result, higher levels of investment do not consistently 
translate into faster capability delivery. Overall limited industrial capacity and slow 
scaling of production, highlighting a persistent gap between political ambition and the 
ability to deliver capabilities in practice.  
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5.​Ukraine Integration and the Arctic Dimension 
Edzhe Miteva 

Ukraine’s accession 

Within four months of the invasion, the European Council granted Ukraine candidate 
status for the EU, a process that had previously been projected to take a decade. In 
2023, European Commission President Ursula von der Leyen announced the first-ever 
European Defence Industrial Strategy (EDIS). The strategy aims to strengthen the 
European Defence Technological and Industrial Base (EDTIB) and enhance the Union’s 
defence structure against Russia. A key part of this strategy identified Ukraine as a core 
partner in strengthening the EDTIB, earmarking €300 million under a dedicated Ukraine 
Support Instrument that sought to support Ukraine’s defence industry and foster its 
integration into the European defence industrial ecosystem. The European Commission 
additionally inaugurated an EU Defence Innovation Office in Kyiv in 2024 to facilitate 
joint venture formation between EU and Ukrainian defence technology firms. 

From a business and investment standpoint, European defence contractors are seizing 
the opportunity of Ukraine’s integration into the Union’s defence framework to move 
into Ukraine’s market. Rheinmetall, the largest ammunition maker in Europe, 
established a joint venture with Ukraine Defence Industry, the state-owned enterprise 
previously known as Ukroboronprom, in 2023. Such firms are acquiring an early 
advantage in what the EU explicitly frames as a long-term industrial integration.   

Despite early unity concerning Ukraine, as the war has progressed, individual member 
states have raised opposition, exposing the structural limitations of unanimity-based 
decision-making within the EU. Hungary and Slovakia both continue to block the €90 
billion EU loan to Ukraine agreed at the December 2025 European Council, which was 
designed to cover two-thirds of Ukraine’s fiscal needs for 2026-27. Hungary’s veto is 
formally linked to a dispute over the Druzhba oil pipeline, which was damaged by a 
Russian drone strike in January 2026 and through which Hungary received Russian 
crude oil. Hungarian President Viktor Orban has conditioned the lifting of his veto on 
the resumption of oil flows, framing it as a matter of energy security. Ukraine asserted 
that repairs will take up to six weeks, but Hungary has accused Ukraine of deliberately 
stalling to punish Hungary for its pro-Russian stance. Slovakia has reinforced Hungary’s 
position. Prime Minister Robert Fico has publicly stated that Slovakia is prepared to 
assume Hungary’s blocking role should Viktor Orban lose office, describing the veto as a 
legitimate instrument for securing oil supplies. Like Hungary, Slovakia remains 
dependent on Russian crude oil. The coordinated resistance of both states illustrates 
that EU member states with sustained economic ties to Russia retain the capacity to 
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obstruct collective policy through the unanimity requirement, even where the broader 
membership has reached consensus.   

Beyond the immediate financing dispute, Ukraine’s accession risks creating the notion 
of a ‘security exception’. This has the potential to undermine the integrity of the 
accession process for other candidates and could generate resentment among 
longer-standing applicants. The Western Balkans and Moldova have invested years 
towards aligning with EU norms amidst challenging domestic conditions. If accession is 
seen to be driven by geopolitical urgency rather than fulfilment of reform criteria, the 
credibility of the process risks being undermined for all current and future candidates.   

The Arctic Theatre 

The Arctic has re-emerged as a primary theatre of great-power competition. For much 
of the post-Cold War period, the Arctic was managed as a zone of cooperative 
governance and scientific exchange. The Arctic has historically sat outside the formal 
remit of both the EU and NATO. NATO’s Arctic engagement was long mediated through 
individual member states, particularly Norway, rather than through collective Alliance 
structures, while the EU’s presence was largely confined to environmental and research 
programming. 

The Arctic hosts vital trade and communication links between North America and 
Europe. Beyond that, the melting of the ice caps and the onset of climate change, new 
trade routes are opening up that could divert trade choke points such as the Suez Canal 
and the Strait of Malacca that connect Asia to Europe. Russia controls 53% of the Arctic 
coastline providing it control over the eastern section of the Northern Sea Route (NSR).  

The Russian invasion of Ukraine in February 2022 fundamentally altered this dynamic. 
Russia has shown willingness to use its geopolitical leverage as a method of coercion, 
having previously reduced natural gas flows to Europe right before and after the 
invasion of Ukraine. With Russia’s strong presence in the Arctic and likely control over 
new shipping lanes that are forming, fears among European members over new 
methods of coercion have increased. The most consequential immediate development 
was the accession of Finland (2023) and Sweden (2024) to NATO, making seven out of 
eight Arctic states now Alliance members, with a near complete overlap between EU and 
NATO membership among Arctic states. 
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Greenland 

The shift in the Arctic cannot be assessed in isolation of Russia’s invasion of Ukraine, 
however and must be considered in conjunction with the US’ territorial interest in 
Greenland. Greenland remains a strategic point for NATO, sitting on critical transatlantic 
sea lanes and providing early warning coverage for ballistic missile trajectories across 
the polar arc. The Trump administration’s suggestion that US commitment to NATO was 
secondary to its strategic interest in acquiring Greenland prompted Denmark to pursue 
the Second Agreement of the Arctic and North Atlantic Agreement in collaboration with 
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the Government of Greenland. These agreements added two additional Arctic vessels, a 
maritime patrol aircraft capacity, and additional drones to the Danish Armed Forces in 
the region. Similarly, NATO increased its security presence, launching the Arctic Sentry 
military activity in February 2026 as a direct response to the US claims over Greenland. 

Historically, while the Danish constitutional monarchy has had formal sovereignty over 
Greenland, Washington has maintained military power over the Danish Inuit Arctic. The 
Pituffik Space Base, established in 1951 under a bilateral US-Danish defence agreement, 
remains Washington’s northernmost military installation. In conjunction with the EU and 
NATO’s strong support for Ukraine, the Trump administration’s interest in Greenland 
arguably reflects the view that the US will pursue its unilateral strategic interests. 

However, for NATO and its member states, the Greenland issue has clarified a structural 
ambiguity that previously went unaddressed: the Alliance has no formal mechanism for 
managing intra-Alliance territorial disputes. The launch of NATO Arctic Sentry and the 
broader consolidation of the northern flank following Finland and Sweden’s accessions 
represent a significant strengthening of Alliance posture. However, these developments 
do not address a deeper question: how NATO manages its relationship with an 
increasingly assertive US remains unresolved. 

The Ukraine and Greenland intersection 

The Ukraine conflict has also made Greenland’s strategic importance legible in 
economic terms in a way that it previously was not. Greenland sits astride the GIUK gap, 
the maritime passage between Greenland, Iceland, and the United Kingdom. This serves 
as a primary chokepoint linking the Arctic to the North Atlantic and is critical for 
controlling naval access between the two oceans. Europe’s experience of energy 
dependence on Russia demonstrated what supply chain vulnerability looks like in 
practice. Greenland holds deposits of 25 of the 34 minerals identified as critical by the 
EU, including rare earth elements essential to both defence manufacturing and clean 
energy. The EU signed a strategic partnership MoU with Greenland in 2023 under the 
Critical Raw Minerals Act to ensure access to Greenland as a future supplier of raw 
minerals to the EU. The result is that the EU and NATO are both actively engaged in a 
stage where they are pursuing complementary but not formally coordinated goals. 
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6.​Risk Assessment and Forward Outlook 
Jasmin Messaoudi 

The ReArm Europe/Readiness 2030 package aims to mobilise up to €800 billion (£690 
billion) through three main channels: national fiscal flexibility, SAFE loans backed by EU 
borrowing and efforts to attract private capital and support from the European 
Investment Bank. The strategy focuses on industrial coordination. Joint procurement is 
expected to improve interoperability, reduce costs and give defence companies more 
predictable demand. It also reflects a broader effort to strengthen the European 
defence technological and industrial base and reduce dependence on external 
suppliers. However, the same design creates several risks that could slow 
implementation between 2026 and 2028. These risks fall into five areas: political 
consent, fiscal capacity, regulatory barriers, operational delivery, and social resilience. 

Political risk is the most immediate constraint because defence policy remains largely 
controlled by national governments, even as EU expands its role in defence financing, 
joint procurement and industrial policy.  A 2025 European Parliament study on the 
defence single market identified sovereignty concerns, different threat perceptions and 
consensus-based decision-making as key reasons why the market remains fragmented. 
Governments still tend to prioritise domestic defence industries when making 
procurement decisions. This dynamic is visible in debates over eligibility rules for EU 
programmes, such as requirements on the origin of components under EDIP. Electoral 
change can further disrupt policy continuity. For example, the 2026 Czech budget 
debate showed how a change in government priorities can quickly lead to defence cuts, 
undermining long-term procurement planning and alliance commitments. Changes in 
governing coalitions, parliamentary majorities or fiscal priorities can interrupt multi-year 
procurement cycles and delay collaborative programmes. Because defence 
procurement often involves contracts lasting a decade or more, political turnover can 
introduce uncertainty for both governments and defence industries. 

Economic and fiscal risk is another major constraint because the defence expansion 
relies heavily on national budgets. Commission modelling suggests that increasing 
defence spending by up to 1.5% of GDP across the EU could raise the debt-to-GDP ratio 
by around two percentage points by 2028. SAFE loans reduce borrowing costs but do 
not remove the underlying debt burden. Several countries have already used fiscal 
flexibility to support defence spending. Twelve member states requested activation of 
the defence-related escape clause in 2025. Countries with high deficits, particularly 
Greece, Italy, and France face more difficult trade-offs. For example, reports indicate 
that fiscal pressures in France have complicated efforts to increase defence spending 
while maintaining deficit targets. Rising interest rates and weak economic growth could 
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further constrain fiscal space, particularly in highly indebted economies where defence 
spending competes directly with domestic priorities. 

Competition with other policy priorities reinforces these fiscal pressures. The European 
Court of Auditors has warned that EU funding for military mobility and related projects 
face uncertainty beyond 2027 because of limited budget margins. At the national level, 
defence spending can create domestic political tensions. The Netherlands’ 2026 plan to 
increase defence expenditure while financing it through spending cuts and tax increases 
shows how defence policy can become politically contested if households associate it 
with reductions in public services. In this context, governments may need to balance 
security objectives with social spending commitments, energy transition policies, and 
economic support measures. 

Regulatory risk also plays a role because the EU is trying to speed up defence 
production within regulatory frameworks designed for peacetime. The Commission’s 
simplification package identifies several barriers, including delays in intra-EU transfer 
licences, inconsistent use of general transfer licences, and administrative burdens 
affecting European Defence Fund projects. Procurement rules are also unevenly applied 
across member states and the Commission has signalled that further simplification may 
be necessary.  

State aid rules present another challenge. While crisis conditions allow more flexibility, 
differences in national support can still create tensions in the internal market. Financing 
conditions are another concern. The European Investment Bank expanded its eligibility 
criteria for security and defence projects in 2025, particularly for dual-use technologies . 
Some investors remain cautious toward defence financing due to reputational risk 
considerations and voluntary sustainability screening practices often associated with 
ESG frameworks, although regulatory ESG standards themselves are not a primary 
barrier to investment. This uncertainty can particularly affect smaller companies that 
rely more heavily on private capital and bank lending. 

Operational risk arises when these political, fiscal and regulatory issues affect 
implementation. Interoperability gaps remain a major structural problem. According to 
the European Defence Agency, the large number of different weapons systems used 
across Europe increases costs and complicates joint operations and logistics. 
Differences in standards, maintenance systems and training procedures can make it 
difficult for European forces to operate seamlessly together during joint missions. The 
Defence Readiness Roadmap sets ambitious milestones, including forming capability 
coalitions in early 2026 and reaching 40% joint procurement by 2027 (EPRS, 2026). 
Delays in the early stages could affect later implementation. Europe also remains 
dependent on external suppliers. According to SIPRI, Europe received 33 per cent of 
global arms imports in 2021–25, making it the largest arms-importing region and 
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European NATO members sourced 58% of their imports from the US. This shows that 
European defence planning still depends heavily on external suppliers, creating political 
and supply-chain vulnerabilities. 

Information and social risks also influence the political sustainability of defence policy. 
Eurobarometer data shows strong support for a common EU defence policy, but 
attitudes toward defence spending and NATO vary across member states. Public 
support can also shift depending on how defence spending is framed. Surveys show 
that support declines when EU defence funding is presented as direct military spending. 
Disinformation campaigns further complicate the situation. The European External 
Action Service identifies foreign information manipulation and interference as part of 
broader hybrid strategies aimed at weakening democratic institutions and social 
cohesion. NATO similarly identifies disinformation as a key element of hybrid threats. 
Recent reporting on alleged election interference and deepfake-based influence 
operations in Germany shows how defence issues can become targets of information 
campaigns designed to increase political polarisation. These dynamics can make it 
harder for governments to maintain public support for long-term defence 
commitments.  
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https://www.europarl.europa.eu/at-your-service/files/be-heard/eurobarometer/2025/en-plenary-insights-june-2025.pdf
https://www.eeas.europa.eu/sites/default/files/documents/2025/EEAS-3nd-ThreatReport-March-2025-05-Digital-HD.pdf
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Abbreviations 

ASAP Act in Support of Ammunition Production  

CSDP Common Security and Defence Policy  

CRA Cyber Resilience Act  

CARD Coordinated Annual Review on Defence  

EDA European Defence Agency  

EDF European Defence Fund  

EDIS European Defence Industrial Strategy  

EDIP European Defence Industry Programme  

EDIRPA European Defence Industry Reinforcement through Common 
Procurement Act  

EDTIB European Defence Technological and Industrial Base  

EEA-EFTA European Economic Area - European Free Trade Association  

EIB European Investment Bank  

ENISA European Union Agency for Cybersecurity  

EPRS European Parliamentary Research Service  

ESG Environmental, Social, and Governance  

EU European Union  

EUROMIL European Organisation of Military Associations and Trade 
Unions  

FAST Fund Accelerating Defence Supply Chains Transformations  

GDPR General Data Protection Regulation  

GIUK Greenland, Iceland, United Kingdom  

GPA Growth Pact, or Stability and Growth Pact  

NEC National Escape Clause  
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NATO North Atlantic Treaty Organization  

NIS2 Network and Information Systems Directive 2  

NSR Northern Sea Route  

SME Small and Medium-sized Enterprise  

SAFE Security Action for Europe  

SIPRI Stockholm International Peace Research Institute  

UAV Unmanned Aerial Vehicle  

VC Venture Capital  

UK United Kingdom  

US United States  

MBT Main Battle Tank  
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