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Introduction

Fact-checking has long played a crucial role in how information is shared between
people. The rapid growth of social media, combined with the integration of Artificial
Intelligence, has intensified pressure on both platforms and governments to strengthen
fact-checking efforts and counter the spread of disinformation and misinformation. For
years, Western governments invested heavily in units dedicated to combating
disinformation and sought to hold platforms like Facebook accountable. More recently,
however, there has been a shift away from these initiatives, with some government
agencies in the United States even being disbanded.

Platforms such as Twitter/X and Facebook used to employ people to look at what was
being put on their websites, and flag posts that might potentially misinform their
audiences. Mark Zuckerberg was also made to attend a congressional hearing to discuss
exactly how Meta combats such issues. Additionally, countries like the UK and the USA
have tried to put in legislation and committees that help look into this, not only within
their own borders but also in other countries. However, changes in governments have
meant that questions have been raised over the same legislation.

This report examines the evolution of fact-checking, exploring both the approaches
taken by social media platforms and the investments made by different governments.




Social Media Fact-Checking Policies

Facebook:

Facebook has been at the centre of fact-checking policies, especially prior to and
following the 2016 United States (US) presidential election. Both the US Senate’s and
House's Intelligence Committees, in separate reports, highlighted the scope of foreign
interference attempting to disrupt the democratic process of the US election using

social media. Critics blamed Mark Zuckerberg for not tackling inflammatory ads paid for

by foreign actors, and for Facebook’s algorithm cultivating political echo chambers by
pushing content that closely aligned with individual users’ beliefs. Sheryl Sandberg, the
then Chief Operating Officer, told the Select Committee on Intelligence “We were too
slow to spot this [Russian interference] and too slow to act.”

In an organisational blogpost by Meta published in December 2016, a range of

measures were announced to be added to Facebook in order to address disinformation
and misinformation. Firstly, the company launched a third-party fact-checking program
with partner organisations who review flagged stories, rate their accuracy, and publish
reference articles explaining their findings. Facebook furthermore introduced a flagging
mechanism for disputed stories so users could see that the content’s veracity had been
challenged and access fact-checkers’ explanations. The platform moved to disrupt
financial incentives for spammers and repeat offenders by limiting the reach of their
pages and cutting off their ability to advertise or monetize. Meta also committed to
removing fake accounts that often spread misinformation and to investing in news
literacy initiatives to help users better assess the credibility of online information.

By June 2018, the third-party checking programme had expanded to include 25 partners
in 14 countries. Flagged links and articles were being reviewed by fact-checkers who
were signatories to Poynter's International Fact-Checking Code of Principles. Poynter is a
well-known nonprofit organization dedicated to journalism, media education, and
fact-checking.

Facebook maintained the initiatives outlined in its 2016 approach, with more third-party
fact-checkers being involved to review and debunk conspiracy theories and false claims

about COVID-19. These protective measures proved particularly useful during the 2020

US presidential election period, during which Meta banned political ads that
undermined the electoral process, such as in instances where victory was prematurely
declared. According to Nick Clegg, the Vice-President of Global Affairs at Facebook at the
time, 750,000 political ads were rejected after they did not meet the platform’s rules on
political ads.
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In March 2025, Facebook trialled Community Notes in the US, which were then formally

rolled out in April of the same year. In parallel, the platform cut ties with its
fact-checking programme. Similar to X (formerly known as Twitter), Facebook users
provide contextual information on posts instead of third-party fact-checkers.
Community Notes allow users to add contextual information to posts, aiming to
crowdsource fact-checking. Notes that receive approval from a set of contributors are
shown publicly beneath posts, a mechanism intended to reduce bias and abuse.
Supporters argue this approach can be more scalable and responsive than traditional
fact-checking, but critics have questioned its susceptibility to manipulation, especially
given the potential bias of the very users it relies on.

X/Twitter:

X, similarly to Facebook, faced scrutiny after the 2016 US elections. The House
Intelligence Committee noted that 36,746 Russian bots had generated 1.4 million tweets

in 2016. Despite this, Twitter did not introduce a bespoke policy targeting fake news and

instead focused primarily on preventing, identifying, and removing suspicious content
and accounts, particularly automated bots.

COVID-19 and the 2020 US presidential election were turning points for Twitter's
misinformation policies, since they highlighted the real-world harms of online
falsehoods and the urgent need for stronger interventions. In March 2021, Twitter
introduced labels to Tweets that were misleading users about COVID-19 vaccines..

Moderation tools were applied to Donald Trump's false claims and posts inciting

violence and, following the Capitol riots in January 2021, Trump's accounts were
permanently suspended.

Simultaneously, “Birdwatch” allowed US users to write notes on Tweets to provide more
accurate context. The Associated Press and Reuters partnered with Twitter to assess the
quality of contributions on Birdwatch and consulted academic institutions studying
misinformation and disinformation. However, Elon Musk’s acquisition of Twitter led to
the rebranding of Birdwatch to Community Notes, which later included videos and
images. This feature would remain the only fact-checking system in place. Trump’s

account was reinstated, and previous labels on election and COVID-19 posts were no
longer shown.

Musk’s takeover has also complicated moderation, given his comments on salient
political issues such as immigration.For example, he amplifies posts expressing strong
opposition to immigration, anti-immigration posts with his recurring comments about
an incoming “civil war”, and has retweeted and expressed support for controversial
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figures, such as Tommy Robinson. Most recently, he shared a Tweet that falsely claimed

150,000 people were in attendance at anti-immigration protests in Brisbane and
Sydney, when regional police have instead claimed the number was approximately
21,000. Musk's engagement with misleading content shows how the political leaning of

a platform’s leadership can have notable influence on the treatment of misinformation
and disinformation.

YouTube:

After the 2016 US election, there were growing concerns about YouTube's role in
promoting misinformation and disinformation, as critics argued that its
recommendation algorithms amplified sensational and misleading content, drawing
users deeper into conspiratorial material, with accusations that the company’s policies
exacerbated the presence of falsehood on the platform. Youtube's approach to
addressing misinformation and disinformation on its platform has steadily developed in
response to the rising threat of these issues. Rather than pursuing a policy of
censorship, between 2017 and 2018, the platform took a more constructive approach
via prioritising “authoritative sources," which users tend to trust more than unverified
content, and restricting the recommendation system from recommending “borderline”
videos, which are often misleading but do not directly violate guidelines, to its users,
those that were not in direct breach of its content guidelines but still problematic.

The 2019 development of “information panels” marked a major advancement. Alongside

videos and in search results, contextual excerpts are provided from independent
fact-checkers, sometimes affiliated with the International Fact-Checking Network (IFCN)
or the European Fact-Checking Standards Network (EFCSN). Their purpose is to provide
easy access to verified information, especially for contentious subjects prone to
misinformation and disinformation, such as climate change or the Holocaust.

The event of the COVID-19 pandemic precipitated a more hardline shift in Youtube's
approach. YouTube adopted explicit “medical misinformation policies” that moved from
generic “misleading content” policies to focus on false claims concerning vaccines,

treatments, and the virus itself. This was part of a more comprehensive “4 Rs” approach:
Remove content that violates policies as quickly as possible; Reduce the spread of
borderline content; Raise up authoritative voices when people are looking for breaking
news and information; and Reward trusted, eligible creators and artists.. Furthermore,
YouTube, via Google.org, funded some media literacy projects, such as MediaWise,
aimed at enabling the participants to tell the truth from the lies. The policies also

continued to expand to cover election misinformation and disinformation, as well as
technically manipulated content, which poses a significant risk of harm, demonstrating
a commitment, however reactive, to content integrity.
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TikTok:

TikTok's surge in popularity, especially since 2018, presented a new set of challenges for
misinformation at scale due to its format of short-form video and its user base, which is
far younger than that of other large social media platforms. Twice, TikTok pivoted to
broader content moderation policies that encapsulated “deceptive content” in its
Community Guidelines. However, the service rapidly came under fire, owing to fears
over its Chinese ownership and its potential ties to the Chinese government, causes that
have led to blanket bans, or threats of bans, in several countries and which brought
heavy scrutiny from the Trump Administration in 2020.

Since the global conversation about digital disinformation snowballed, TikTok has
updated and overhauled (since January 2020) its community guidelines to prohibit
disinformation, notably misinformation on civic processes and electoral matters. This
solidified a firmer commitment to maintaining content integrity. The platform took a
“multi-pronged approach” consisting of policies that specifically prohibited the
dissemination of content that could mislead users “about public health, safety, and civic
participation” and by actively removing accounts that attempted to spread
misinformation.

TikTok increasingly recognised the importance of collaborations external to the firm. It
began collaborating with third-party fact-checking partners to establish the accuracy of
content, and it uses their reports to make decisions about moderation. Content that is

being fact-checked or cannot be verified is often made "ineligible for recommendation
into For You feeds," significantly reducing its visibility. TikTok's system uses a strike
system for severe violations of its Community Guidelines and is able to temporarily or

permanently ban users. It even includes some restrictions on public interest accounts
during times of social and political danger. In addition to experimenting with so-called
“tertiary prevention” tricks like debunking and warning labels, the platform continues to
invest in human moderators and machine-learning models to help with swifter
detection. Due to problems like the opacity of some moderation strategies, such as

TikTok's limited transparency about how its policies are enforced, how human and
algorithmic moderation interact, and what content is removed or amplified, it is difficult
for researchers to evaluate the efficacy of those treatments in their entirety.
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Instagram:

In 2016, Facebook (the parent company of Instagram, WhatsApp and Facebook itself
now known as ‘Meta’) received criticism regarding its role in enabling the spread of
misinformation and disinformation on its platforms. The criticism was in response to
reports of Russian meddling in the November 2016 American Presidential election, as
well as other incidents, such as the spread of anti-Rohingya content that presaged
ethnic violence in Myanmar.

Instagram received particularly strong criticism for being used as a means to
disseminate Russian disinformation, conducted by groups such as the Kremlin-linked
Internet Research Agency. A report by the research firm ‘New Knowledge' suggested this
was due to the image-centric nature of Instagram, which made false content more
effective.

In response to this criticism, Facebook (Meta) began a partnership with fact-checking
organisations. By 2019, this partnership was expanded to include content from
Instagram as well, with Instagram sending dubious content to a dashboard of
fact-checkers. Instagram would then reduce the distribution of content rated as ‘false,
for instance, by removing it from the ‘explore’ page, and downgrading the reach of
certain hashtags.

Efforts to increase the volume of content that was fact-checked coincided with
heightened anxiety around mis- and disinformation online. For instance, in 2019,
Instagram began systematically removing hashtags associated with the anti-vaccine

movement and in 2021, following January 6th, Meta banned Donald Trump’s accounts
on their platforms.

However, by 2025, there had been a significant change in attitude. In January 2025,
Mark Zuckerberg announced in a video an end to Meta’s partnerships with independent
fact-checking organisations. In the video, Zuckerberg suggested that the fact-checking
partners had proven politically biased and that there had been a ‘cultural shift’ back
towards unfiltered speech. Independent fact-checking is due to be replaced with X-style
community notes, in which corrections are sourced openly from the platform's
community. However, some have criticised this move as enabling greater levels of
disinformation.

The move away from independent fact-checking has been explained by some sources as
a reflection of Zuckerberg's laissez-faire attitude to content moderation. Additionally,
there have been genuine concerns over the objectivity of the fact-checking partners and
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their decision-making. For example, the choice to ban theories suggesting Covid-19
originated in a Laboratory was later rescinded as it became seen as more credible.

However, it has been argued that the change in policy by Meta was an effort to placate
American conservatives, who have often been critical of fact-checking efforts, arguing
that it is a form of censorship and systematically biased against Conservative voices. The
change in policy may have also been an effort to improve relations with the incoming
Trump Administration, with the change coinciding with Meta choosing to donate to
Trump's second inauguration that they had previously refrained from doing so at his
first.

WhatsApp:

Regarding fact-checking, WhatsApp has followed a similar pattern of development as
other Meta-owned platforms. However, as a private messaging site where messages are
encrypted and cannot be viewed by WhatsApp employees, their ability to control
disinformation and misinformation has historically been more constrained than open,
feed-based social media platforms. WhatsApp's efforts to counter the spread of
misinformation and disinformation on the platform began in 2018. These efforts were
spurred by accusations that the platform had been used to spread false information in
relation to national elections in Brazil, as well as triggering violence in parts of India.

WhatsApp's efforts initially involved working to limit the spread of ‘viral messages’ -

those forwarded five or more times. These efforts later expanded into introducing
fact-checking mechanisms. For example, in response to the Indian national elections in
2019, WhatsApp created a feature known as ‘Checkpoint Tipline’ in which users could
send messages they thought were questionable to be fact-checked by the partner
organisation ‘PROTO." These fact-checking efforts were later scaled up globally. In

August 2020, fact-checking efforts expanded, prompted by concerns over COVID-related
misinformation; WhatsApp launched a feature which enabled users to search the
contents of ‘viral messages’ on the internet to confirm their accuracy.

Despite Meta’s reversal of policy and decision to end independent fact-checking, efforts
have continued at WhatsApp to deal with misinformation. In March 2025, ‘Perplexity Al
was unveiled, enabling users to forward questionable content to the Al search engine in
order to ascertain the reliability of the content, though its long-term viability is uncertain
amid accusations of unauthorised use of digital news content. WhatsApp's fact-checking
efforts have always been more limited than other platforms, as it is a private-messaging
service (with end-to-end encryption) and can only intervene when users forward
content for review, meaning its overall impact on disinformation remains limited.
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Academic Approaches to Fact-Checking

Fact-checking encompasses a range of interventions that vary in strengths and
strategies. When exploring academic papers researching the effectiveness of
fact-checking interventions, it becomes clear that fact-checking is consistent in reducing
an individual's belief and trust in misinformation; however, how effective the impact is
depends on the structure, delivery and the particular intervention used. Evidence
revealed that three factors were paramount in the effectiveness of fact-checking: if a
combination of interventions was used, its design and how it was delivered.

When directly comparing fact-checking and media literacy interventions, Hameleers
(2020) demonstrates that fact-checking that includes direct corrections or verifications is
successful in reducing the perceived accuracy of misinformation and the individual's
belief in it. Whereas media literacy interventions, of a brief educational reminder to
activate critical thinking, only reduce perceived accuracy without impacting an
individual's agreement with the misinformation. Thus suggesting that direct
fact-checking is a more effective tool for correcting falsehoods. This study also finds that
combining the two strategies of media literacy and fact-checking interventions produces
the strongest results in casting doubt and impacting issue agreements. Therefore, whilst
fact-checking is a consistent approach in isolation, the greatest impact is achieved in a
strategy or environment where critical thinking is encouraged and embedded.

The design of fact-checking interventions also plays a significant role in its effectiveness.
Heuer and Glassman (2022) conducted a comparison of a written checklist inspired by
WHO guidance and an interactive version that included automating key steps such as
presenting and labelling sources, contextualising publication dates and outlining

authors. This research concluded that the interactive checklist with automatic
fact-checking proved remarkably more effective, as individuals' engagement was
drastically increased when their cognitive effort was reduced. Further, sources being
labelled in regard to their reliability emerged as the most valuable feature, again
cementing that clear clues and direct guidance outperform prompts and abstract
advice.

The delivery model of fact-checking also emerged as a crucial factor in its effectiveness.
Blasco and Sobbrio (2025) distinguished between professional, crowdsourced and
Al-driven approaches. The results showed that professional fact-checkers brought more
accuracy, credibility and independence; however, the lack of resources severely limited
their reach and impact. In contrast, Al-driven or crowdsourced fact-checking brought
fast contributions at a high scale yet included the risk of promoting a variety of
corrections that potentially lacked depth. Hybrid models, which integrated expertise
with Al/crowdsourcing, were demonstrated to be the most effective as a result of
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providing a combination of credibility with scale. Whilst accuracy remains the crucial
element of fact-checking, taking advantage of the scalability the other models provide
made hybrid approaches better prepared to handle the sheer volume of
misinformation circulating online.

Additionally, research from Walter et al (2020) demonstrates that different fact-checking
styles have varying levels of effectiveness. The meta-analysis found that corrections that
only partially address a claim, are linked to campaigns or if verdicts are presented on a
scale rather than a clear binary, are distinctly weaker. Furthermore, the ideology and
previous opinions of the participants also interfere with the effectiveness of the
corrections, particularly when they clash with their political identity. These results
illustrate that the effectiveness of fact-checking, regardless of model, delivery or design,
is influenced by the predispositions of recipients.

Overall, academia highlights that fact-checking interventions that minimise effort,
provide a clear binary and are delivered through a hybrid model, are the most effective.
While professional fact-checkers remain unrivalled in providing accuracy, the scale of
their impact is significantly increased when combined with growing media literacy and
interactive interventions.
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Government Approaches to Fact-Checking

Governments across the world have been looking to address disinformation and
misinformation in their regions for several years. However, these efforts have faced
political opposition, largely due to concerns that they could lead to censorship. Some
governments are currently looking to address the issues head-on, while others have
prioritised research over making a concerted effort to tackle it.

Governments and international organisations are not only involved in funding
fact-checking efforts, but often directly contribute to them as well, particularly in issues
that may impact national security, public health, or when crises break out. Similarly to
other organisations, the question of effectiveness also arises in public sector
fact-checking institutions on a supra-national level. NATO's approach, for instance, is
focused on producing fact-based, credible public communications, while publicly
refuting false claims and debunking major disinformation narratives aimed at the
alliance. The European Union, on the other hand, founded various initiatives, such as
the East Stratcom Taskforce. Through an advocacy campaign, collecting disinformation
and cataloguing it, so-called disproofs can then be disseminated to researchers and the
wider public.

Generally, government-affiliated reports conclude that an audience engagement
strategy is essential to ensure effective fact-checking. Fact-checkers, for instance, have
to consider that audiences might not be willing to read long articles. Particularly,
audiences vulnerable to dis- and misinformation are unlikely to engage with such
content. Innovative initiatives, such as those based on gamification, show potential in
this regard. Fact-checkers must understand their information environment and
understand what is credible to target audiences, since disinformation is also tailored to
various audiences.

Effective approaches have been described by various organisations. Fact-checking is
most effective when paired with alternative explanations or when exposing the motives
behind the disinformation. Corrections should, furthermore, avoid directly challenging
core worldviews and emotional appeals. Lastly, information-sharing between
stakeholders involved in fact-checking is crucial, which should aim to pre-bunk

disinformation narratives through proactive and affirmative messaging.

Fact-checking alone is not a standalone solution to countering the increasing challenge
of disinformation, but it can be a crucial activity to help the wider population in making
informed decisions.
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United States of America

As soon as Joe Biden took office as the 46th President of the United States, he began
exploring ways to address online disinformation and reverse some measures taken by
his predecessor. Former President Donald Trump had repeatedly questioned the
credibility of COVID-19 guidance and government institutions. Most notably, his false
claims about winning the 2020 election contributed to the January 6, 2021, attack on
Capitol Hill. The reach of the event went far beyond Trump’s own country, and became
of concern to Europe, with the European Parliament calling it a “historic democratic
crisis” and claiming that it was “a significant cautionary example of the offline effects of
online disinformation and conspiracy theories”. Meanwhile, a UK national newspaper,
The Guardian, called Trump the “biggest source of disinformation in 2020,” not only in
the aftermath of the election but also in how he had used social media to “sow division
and distrust” amongst the American voters.

The European Union's (EU) legislative body hoped that the new president of the world's
biggest economy would work to boost democracy by tackling how misinformation and
disinformation could be addressed online. Additionally, the Institute of Development
Studies (IDS) noted in 2020 that the political will to address the issue had been lacking,
but expressed optimism that Biden would press social media platforms to act more
decisively. InJuly 2021, Biden publicly urged platforms, such as Facebook to ensure that
they are addressing false claims, especially those surrounding the COVID-19 vaccines
and how they impact people.

Eventually, the 46th President launched the International Counter-Disinformation
Research Agenda, which was a concerted effort to tackle online disinformation
internationally. The agenda brought together 150 practitioners from national and
governmental organisations from across Europe, North America, and the Asia-Pacific.

Together, they researched how hate speech and disinformation spread, which
audiences they reached, what languages it was primarily being communicated in, and
how it affected the priorities in the region. The initiative focused on understanding how
they could increase their communication to counter any form of disinformation and
have it be equally impactful.

Biden also strengthened the Global Engagement Centre (GEC) - originally established
after an order by then-President Barack Obama in 2011, and eventually set up in 2016,
to be a data-driven body that would work in “proactively addressing foreign adversaries’

attempts to undermine US interests using disinformation and propaganda”. During
Trump's first term, not much difference was made to the GEC, but its budget did get
some boost. Biden then tried to grow the body further, and in 2022, the government
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launched the Foreign Malign Influence Center (FMIC) to examine how foreign bodies
attempted to interfere in US domestic affairs. The following year, the director of
national intelligence, Avril Haines, said that the FMIC would help GEC, especially when
looking at the potential sphere of influence that China, Russia and Iran could have in

internal matters.

However, these initiatives faced setbacks. In 2024, the Republican-majority Congress
refused to renew the funding for the GEC, forcing it to close its services in December
2024. Before his presidency ended, Biden tried to push for a separate body that has a
similar goal, the Foreign Information and Manipulation and Interference Office (R/FIMI).

However, when Trump took over his second term in 2025, Secretary of State Marco
Rubio claimed that R/FIMI had “wasted” millions of dollars and engaged in “censorship”,
getting the body shut down as well. On top of this, in August, the Director of National
Intelligence, Tulsi Gabbard, announced the dissolution of the FMIC. This happened as
part of broader cuts to the Office of National Intelligence. Gabbard presented a fact

sheet claiming that FMICs work was being handled by other governmental

departments. The president also reduced funding for various departments, which
notably led to third-party bodies tackling disinformation to cut back on their efforts -
including groups in Iran, which were researching how disinformation networks operated
on social media.

The Canadian think-tank Centre for International Governance Innovation had earlier
warned that a Trump presidency would undo progress in tackling online disinformation,
and called for legislation to be passed to counter it before he takes office. The

think-tank believed that no work was done on this, primarily because it was felt that any
acts to censor speech online could be seen as “authoritarian”, a label which politicians
were wary about. However, on his first day, the 47th President signed an order which
claimed that Americans had been censored for the past four years. The order stated,
“Under the guise of combatting “misinformation,” “disinformation,” and
“malinformation,” the Federal Government infringed on the constitutionally protected
speech rights of American citizens across the United States in a manner that advanced
the Government'’s preferred narrative about significant matters of public debate.”

The Trump presidency has yet to announce any new initiatives that they are looking to
tackle or research into misinformation and disinformation, leaving uncertainty over how
the US will engage with international partners such as the United Nations and the
United Nations Development Programme (UNDP) on disinformation policy.
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United Kingdom

The United Kingdom has a very different timeline from the US in its implementation of
misinformation and disinformation units across the country, one that is not as affected
by the party in charge of the government. The first effort came from the Government
Communication Service’s RESIST framework, which guided civil servants on how to
communicate accurately and counter harmful narratives. Along with this, then Prime
Minister Teresa May also presented a paper to the parliament titled “Online Harms".

The White Paper stated that there is a lot of illegal and harmful content online, from
terror groups to those looking to spread misinformation, and the government wanted
“the UK to be the safest place in the world to go online”. May's administration proposed
creating a new regulatory framework to improve the safety of their citizens online as
well as engage with companies to set expectations on how they would like to tackle
issues on their platforms.

The Online Harms bill evolved into the Online Safety Act, which was passed by the
parliament in 2023. Implementation is ongoing and expected to continue until 2026.
Early phases have looked to improve the safety of children online, and would put a lot of

emphasis on safety on social media companies. The government states that “The Act
will give providers new duties to implement systems and processes to reduce risks their
services are used for illegal activity, and to take down illegal content when it does
appear.” The act also set out a new offence: causing “non-trivial psychological or
physical harm to a likely audience” with no reasonable excuse, punishable by up to 51
weeks in prison.

The responsibility of establishing and maintaining an advisory committee over this act
has been given to the independent regulator and competition authority, the Office of
Communication (Ofcom). It reported that four in every 10 adults in the UK had

encountered some form of misinformation, especially regarding elections and politics.
In 2025, they published new public guidance on spotting and countering disinformation.

Their research showed that a lot of literature around misinformation and
disinformation remains focused on the US, and noted the need for further research on
susceptibility to online conspiracy theories in the UK and Europe.

In the meantime, other organisations have also looked at how these issues can be
addressed. In 2021, the Boris Johnson administration allocated £340,000 as part of an
action plan to reskill communities and support organisations to tackle online
disinformation and develop a cross-sector task force on media literacy. The [nitiative
encouraged ministers to engage with local groups and look at how such topics would be
spoken about. The second initiative, a policy paper, over the next three years, focused
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on improving public understanding of social media across the country and identifying
why some people may be more vulnerable to online disinformation.

In 2021, the Government Communication Service released RESIST 2, a framework
developed with input from professionals and civil servants across the UK and around
the world. Its purpose of is to support the government officials and other “like-minded
organisations” in understanding how they can help citizens to appropriately respond to
mis- and disinformation, especially when it affects their organisation’s “ability to do its
job or reputation, the people who depend on your services, or represents a threat to
the general public”. Meanwhile, other charities and think-tanks have been making their
own toolkits to ensure that people do not fall for misinformation and give organisations
the power to tackle them.

Finally, local councils have taken it into their own hands to address such issues, making
policies and frameworks based on Ofcom's work and trying to engage with the public at
a local level. The most prominent example is the Liverpool City Region, which
introduced its own digital toolkit after experiencing disinformation-driven unrest in
2024 and 2025. In 2024, violence was fueled by social media after the murder of three
young girls in Southport. In 2025, misinformation again spread online following an

incident where a car drove through the crowd celebrating Liverpool FC's Premier League

win. A digital toolkit put out by the city of Liverpool sets out guidelines for its residents
and council staff to follow when they notice such incidents on social media, and
encourages them to identify and report them once noticed. Similarly, South Tyneside
Council has also given guidance to its staff on how they can address the spread of fake
news and misinformation across its constituency. The local authority integrated
anti-disinformation measures into its communications strategy, offering staff practical
guidance on correcting misinformation and managing harmful content online.

UN, EU and other Western bodies

The United Nations and the European Union have both been looking at different ways
to tackle misinformation and disinformation within their spheres of influence.

In 2021, the UN’s General Assembly initiated a broad debate on disinformation, with the
hope that further research on it could help tackle the rise in hate speech across the
world. Their campaign “United Against Hate Speech” highlighted how misinformation

contributes to hate speech online and stressed the importance of public education and
ongoing efforts to challenge and disprove false narratives. The following year, the UN
Human Rights Council adopted a new resolution to tackle disinformation. The effort was
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led by Ukraine, along with a group consisting of Japan, Latvia, Lithuania, Poland, the
United Kingdom, and the United States. They made the effort to mention that measures
relying on censorship should be rejected, and instead, they should work within the
framework of “the right to freedom of expression and the freedom to seek, receive and
impart information” in countering disinformation. The resolution called for strong media
freedom, safety of journalists and access to information held by public bodies, as well as
a discussion on how they can work within a human rights framework when addressing
disinformation transparently.

UNDP's Europe and Central Asia division has described the problem as “information
pollution” and spoke about how the growth of hate speech and propaganda online risks
creating divisions, as well as mistrust. UNDP called on governments to lead a response
to this, or that there is a “serious threat to their countries’ social, political and economic
stability”. They prepared a further mapping report to show their analysis and asked
everyone to ensure that such a threat is not taken for granted. Overall, the UN believes
that responsibility falls on both states and tech firms. They say that the state should
protect the freedom of speech, refrain from internet shutdown, ensure that public
officials share accurate information and hold authorities, who spread false information,
accountable. Meanwhile, firms should review their business models, ensure moderation
practices, and address activities on their platforms that could harm individuals or
communities.

The EU has also been looking into researching misinformation before tackling it
head-on. In 2024, the European Commission announced plans to strengthen its
communications department, stressing that while citizens should be allowed to express
their opinions freely, false information could still undermine democratic institutions.
Their strategy said that new technologies have given hostile actors more opportunities
than ever before to spread disinformation widely. It further stated, “Therefore, tackling
foreign information manipulation and interference, and enhancing societal resilience
against these threats, are pressing issues for the European Union and its Member
States.” The commission wants members to encourage media literacy around this topic,
as well as engage with institutions and organisations looking to tackle it. They also
published a booklet of their own, informing people about what disinformation is and
why it matters. However, that booklet also relied heavily on examples from the US FIMI
initiative.

There is also criticism of the EU’s current policy on tackling these issues. Think tank and
international relations charity The Carnegie Endowment for International Peace said
that European political parties have chronically underfunded their own digital security. It
recommended a dedicated EU fund but cautioned that politicians would still need to
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devote time and attention to cybersecurity and accept the inconveniences that come
with it. In a similar vein, the Armenian non-governmental organisation, Equal Rights and
Independent Media (ERIM), has appealed for EU grants, as hate speech and
disinformation are rampant across the country during their upcoming election cycle.
ERIM believes that the way the current online discourse is developing could affect the
electoral process, and has asked the European organisations to help them address the
issue.
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